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MHO®OPMALNOHHASA ITAMSITKA
JJIAA OBYYAIOIUXCA 110 HTHOPOPMAIIMOHHOU BE3OITACHOCTH

C KaxIpIM TOZIOM MOJIOJEKH B MHTEPHETE CTAHOBUTHCS OOJbINE, a HIKOJBHUKH — OJIHHU U3
caMbIX AaKTUBHBIX IOojgb30BaTenel Pynera. Mexay TeM, IOMHMO OIPOMHOIO KOJUYECTBa
BO3MOXKHOCTEH, MHTEpHET HECET U MpoOieMbl. OJTa MamsATKa JOJDKHA HoMo4b Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomnbroTrepHbie BUPYCHI

KomnbroTepHblil BUpPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOW SIBJISETCS COCOOHOCTh K Pa3MHOXEHHIO. B JOMONHEHHE K 3TOMY, BUPYCHI
MOTYT MOBPEIUTh WIM TIOJHOCTbIO YHMYTOXHUTH Bce (aillbl M JaHHBIE, IOJAKOHTPOJIBHBIE
I0JIb30BATENI0, OT UIMEHH KOTOPOro ObLIA 3allyllieHa 3apakeHHasl IporpaMma, a TaKKe NOBPEIUTh WU
Jlake YHUYTOXXUTh OINEpPAllMOHHYIO CUCTEMY cO BceMu (ailimamu B 1enoM. B GonpminHCTBe citydaeB
PacIpoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[I)I 3al0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yii cCOBpeMEHHBIE ONEPallMOHHbBIE CUCTEMbI, UMEIOILNE CEPbE3HBIM YPOBEHD 3alllUThI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TloctosHHo ycraHaBnuBail mnatuu (UGpPOBbIE 3aIUIaTKH, KOTOpPbIE aBTOMATHYECKH
YCTaHABJIMBAIOTCA C LENbI0 J0Pa0OTKH MPOrpaMMbl) U Jpyrue OOHOBIIEHHS CBOEW OIepaliMOHHON
cuctembl. CKkauynBail X TOJIBKO ¢ opuLUanbHOro caifra paspadorunka OC. Ecnu cyiiecTByer pexxum
ABTOMATHYECKOTO OOHOBIICHHSI, BKITIOUYH €T0;

3. Pabortaii Ha cBOeM KOMIIbIOTEpE I10J1 IPaBaMU I10JIb30BATENS, @ HE aIMUHUCTPATOpa. DTO HE
HIO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTpaMM HMHCTAJUTUPOBATHCSI HAa TBOEM MEPCOHATBHOM
KOMITBIOTEPE;

4. Vicionb3yil aHTHUBHPYCHbIE MPOTPAMMHBIE TPONYKTHl W3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;
5. Orpannyp pu3HUECKH JOCTYH K KOMITBIOTEPY JUIs TOCTOPOHHUX JIMIL;

6. Hcnonb3yil BHEUIHME HOCHUTENN HH(OpPMalUM, Takue Kak (uIdlKa, JUCK WM (ailn u3
MHTEPHETA, TOJIBKO U3 MMPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (DANIIBI, TOTYyYEHHBIE U3 HEHAEKHBIX HCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIa TBOIM 3HAKOMBIN. JIyyllle yTouHHM y HETo, OTHPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi — 310 He Bua mepenayu JaHHBIX, HE TEXHOJIOTHs, a BCErO JIMIIb OpeH., Mapka. Emie B
1991 rony Huzaepmaniackas kommaHus 3apeructpupoBana Openn "WECA", uro o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcst Kak "GecrpoBOAHAs TOYHOCTD'.

Jlo Halero BpeMeHu Joluia apyras ab0peBuaTypa, KoTopast sSBISIETCS TAaKOW K€ TEXHOJOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3zBanue ObUIO JAaHO ¢ HAMEKOM Ha CTAaHJAPT BBHICIICH 3BYKOBOM
texHuku Hi-Fi, uto B mepeBosie 03HayaeT "BbICOKAs TOYHOCTD'".

Jla, OecrlaTHBIH HHTEpHET-IOCTYN B Kade, OTEeNsAX M a’dponoprax sBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOZ[a B MHTepHET. HO MHOTHE SKCIEPTHI CUUATAIOT, 4TO 00menocTynHsle Wi-Fi cetn
HE SBIISIOTCS 0€30MaCHBIMU.

CoBeTtbl 110 O€30MaCHOCTH pabOTHI B 00LIEIOCTYHBIX ceTsix Wi-Fi:

1. He nepenaBaii cBO JTMuHYI0 HHPOpMAIUIO dyepes odmienoctymnubie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI M KaKHue-TO HOMepa;

2. WUcnonb3yii u OOHOBJISH aHTUBUPYCHBIE MPOrpaMMbl W OpaHamay’p. TeM caMbIM ThI
obe3omacuiib cedst OT 3aKauKH BUpPYyca HA TBOE YCTPOKCTBO;
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3. [Ipu ucnonp3oBannu Wi-Fi oTkimoun GyHkimo "OOmmid 1ocTyn K ¢aiinaM u npuHTepam’.
JlanHast QyHKIUS 3aKpbiTa MO YMOJTYaHHIO, OJHAKO HEKOTOPHIE IOJIB30BATEIN aKTUBUPYIOT €€ IS
yno0CTBa UCIOJIb30BaHUS B paboTe wiun yuebe;

4. He ucnonb3yit myonmuanbiid Wi-Fi s mepenaun TUYHBIX JaHHBIX, HAIPUMEp Ui BBIXOJA
B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO IIOYTY;

5. Ucnonw3yit Tonbko 3amnuiieHHoe coeauHenue yepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-anmpeca BBoau uMeHHO "https://";

6. B MmoOubHOM Tenedone otkimoun Gpynkmuto "Tloaxmouenne k Wi-Fi aBromaruuecku". He
JIONYCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHUs ycTpoiicTBa k cetaM Wi-Fi 6e3 TBoero cormacusi.

CounajbHble ceTH

COLII/IaJIBHbIe CCTU AKTHBHO BXOZAT B HAIly XWU3Hb, MHOTUC JIIOAH pa6OTaIOT H KUBYT TaM
IIOCTOSAHHO. HO, OOJIBIIMHCTBO II0JIb30BaTEIEH HE IIOHHMMAKT, 4TO I/IH(bOpMaI_II/IH, pasMCICHHAs UMHU
B COMaJIbHBIX CCTAX, MOXKET OBITH HafIIleHa " HUCII0JIb30BaHa KEM YIrOAHO, B TOM YHCJIC HE0O0s3aTEILHO
¢ OjJarumu HaMCpPCHUAMMU.

OCHOBHBIE COBETEI IO 0€30MaCHOCTH B COLIMaJIBHBIX CCTAX:

1. Orpannyp cucok Apy3eil. Y 1e0s B Ipy3bsAX HE JOJDKHO ObITh CIy4alHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amuniaidi CBOIO YaCTHYIO XU3Hb. He ykaspiBaii mapoiu, TenedoHbl, aapeca, AaTy TBOETO
POXJIEHUS M JPYrylo JHYHYO HHGOpMaluio. 3J0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaxKe
MH(}OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE POBECTH KAaHUKYJIbI;

3. 3ammiai CBOO pemyTaluio — JIEpKH €€ B YUCTOTE W 3a/iaBail cebe BOMpOC: XOTe OBl ThI,
4TOOBI JIpyrHe TMOJb30BATEIM BHIEIU, 4YTO Thl 3arpyxaemb? [logymaii, mpexae 4YeM 4YTO-TO
OITyOJIMKOBAaTh, HAMCATh U 3aIPy3UTh;

4. Ecnay Tl TOBOPHILB C JIIOJbMHU, KOTOPBIX HE 3HACIllb, HE HCIOJb3YH CBOE pealbHOE UMS U
JPYTYIo JUUHYI0 HH(OPMAIMIO: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. N36erait pazmemenus ¢ororpaduit B MHTEpHETE, e Thl M300pa)keH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. [lpu perucrpanuu B COLMAIBHONW CETH HEOOXOJMMO HCIOJIb30BaTh CIIOXKHBIE IMApOJIH,
cocrosmue u3 OyKB ¥ UQP U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. JIns conpanbHOM CeTH, MOYTHl U APYIUX CAaiTOB HEOOXOMMO HCII0JIb30BaTh pa3Hble MapOIH.
Torpa ecnu T€0s B3710MalOT, TO 3JI0YMBIIIJIEHHUKH MOJIY4aT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO
BCE cpasy.

JIeKTPOHHBIE JeHbI U

3J'ICKTpOHHBIe JCHBI'M — 3TO OYCHb y,[[O6HLII>i CII0c00 HJ'IaTe)KefI, OJIHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IOJYUUTH O3THU ACHBI'U.

SHCKTpOHHBIe JCHBI'l IIOJABUJINCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOro BO MHOI'HMX
rocyaapCTBax A0 CHUX IOP HE MPOIMHUCAHO PO HHUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHHMPYIOT M O HUX YK€ IPOMHMCAHO B 3aKOHE, IJIe UX pa3eisioT Ha
HECKOJIbKO BHJIOB — aHOHUMHBIE U HE aHOHHMHbIE. PazHuna B TOM, YTO aHOHHUMHBIE — 3TO Te€,
B KOTOPBIX pa3pelaeTcs MpOBOAUTh ONepaiy 0e3 uIeHTH(PHUKALUN T0Ib30BaTels, a B HE aHOHUMHBIX
UACHTU(DUKAIHS TT0IH30BATENS ABISETCS 00s13aTEIbHOM.

Taxxe cnegyer pasnuyaTh OSJIEKTPOHHbIE (UATHBIE ACHBIUM (PaBHBI TOCYIAapPCTBEHHBIM
BAJIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIOTAM).

OcHOBHbBIE COBETHI M0 6€30MacHOM paboTe ¢ HNEKTPOHHBIMH J€HbIaMHU:
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1. IlpuBsku K cueTy MOOWIBHBIA TenedoH. DTO camblii yaoOHBIH M OBICTPBHIA CrIOCOO
BOCCTaHOBUTH JIOCTYN K cueTy. [IpuBsi3aHHBIN TenedoH MOMOXKET, eciu 3a0yAenib CBOW IIaTeKHBIH
MapoJIb WM 3ai/IeIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit ogHOpa3oBsie mapoiu. [lociie mepexoa Ha YCUICHHYIO aBTOPHU3AIUIO Te0e yKe
He Oy/IeT yrpoXaTh OMAaCHOCTh Kpa)XH UITU TMepexBarTa IJIaTeKHOTO MapoJis;

3. Boeibepu cnoxsblii maposb. [IpectrymHukam OyaeT HENpPOCTO yrajaaTh CJIOKHBIA MapoIib.
Hanexxnple maponu — 3TO mapoiu, KOTOpbIE COJEp)KaT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B cel
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HU(PPHI U HECKOJIbKO CHMBOJIOB, TaKHE KakK 3HAaK jojuiapa, QyHTa,
BOCKJIMILIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

DJIeKTPOHHASA MOYTA

DNeKTpOHHAasl MoYTa — 3TO TEXHOJIOTUS U MPEAOCTaBIsIEMbIE €H0 YCIYTd IO NEPECBUIKE U
HOJYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpbIE pacHpeAesstoTCsl B KOMIIBIOTEPHOH cetu. OOBIYHO
AIIEKTPOHHBIN MOYTOBBIA AWK BBITJIAUT CIEAYIOMIMM 00pa3oM: UMs_IOJIb30BATEISI(@UMS_JOMEHA.
Taxoke KpoMme nepeaun IpOCTOro TeKCTa, UMEEeTCs BO3MOXKHOCTh IepeiaBaTh (haiiibl.

OcHoBHbIE COBETHI 110 0€301acHO paboTe ¢ INMEKTPOHHON OUYTOIM:

1. Hago BbIOpaTh NHpaBUiIbHBIM MOYTOBBIA cepBHc. B uHTEepHeTe ecTh OrpOMHBIN BHIOOD
OeCIUTaTHBIX TIOYTOBBIX CEPBHCOB, OJHAKO JIydllle JOBEPATH TEM, KOTO 3HAClIb M KTO IIEPBBIA
B PEUTHHTE;

2. He yxaspiBaii B JIMYHON nouTe JuuHylo HHpopmauuio. Hampumep, syumie BbIOpaTh
"My3bIKaIbHBIN _(aHaT@" nimu "pok2013" BMecTo "Témal3";

3. Ucnonp3yi IBYXATAIHYIO aBTOPU3AIMIO. DTO KOTJa MOMUMO MapoJisi HY>KHO BBOJIUTH KO/,
npucbUIaeMsblil mo SMS;

4. BeiOepu CIIOXKHBIN Mapob. [ KaKI0ro MOYTOBOTO SALIUKA JTOJKEH OBITh CBOM HAJCKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTp BO3MOXHOCTh HalMCaTbh CaMOMY CBOM JIMYHBIA BOIPOC, HCIONB3YH 3Ty
BO3MOXHOCTb;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIIUKOB. [IepBbIil /1Sl 4aCTHOM NMEPENnUCKH C aapecaTami,
KOTOpPBIM Thl JOBEpSAELIb. DTO AJIEKTPOHHBIN aJgpec HE HaJ0 MCIOJIb30BaTh NMPU PErHCTpalMi Ha
dopymax u caiitax;

7. He oTkpbiBail (aiiiapl U Apyrue BIOKEHHUS B MUChMaX, JaX€ €CIM OHU MPUILIH OT TBOHX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUINA JTU OHH TeOe 3TH (aiibl;

8. ITocne okoHuyaHUs pabOTHI HA TIOYTOBOM CEPBHCE IMEPEN 3aKPHITUEM BKJIAAKU C CAalTOM He
3a0yap HaXxaTh Ha "Beriftu".

KubepOyiMHT WM BUPTYAJIbHOE H3/1€BATEIbCTBO

KI/I6Cp6yJIJ'II/IHT — IIpeCICA0BaHUC COO6H_ICHI/I}IMI/I, COJACpKaIITUMU OCKOp6HeHI/I${, arpecCuro,
3allyTUBAHUEC; XYJIUTAHCTBO;, COIHAJIBHOC 60ﬁKOTHpOBaHHe C IIOMOWIBIO Pa3JINYHBIX HHTCPHCT-
CCPBUCOB.

OcHOBHBIE COBETHI O 60PHOE ¢ KUOEPOYIITMHIOM:

1. He 6pocaiics B 60i. JIyumuii coco0: mocoBeTOBaThCs Kak ceOsl BECTH U, €CIIM HET TOTO,
K KOMy MOHO OOpaTHTbCs, TO HY)XHO BHauaje YCIOKOUThCS. Eciu Tbl HayHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIIIe Pa30XoKellb KOH(IUKT;

2. Vrpagisii cBoel Kubeppenyraiuei;

3. AHOHUMHOCTH B ceTd MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTE, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;
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4. He crout BecTH XyJNUTaHCKHH 00pa3 BUPTYaJIbHOM *HU3HH. THTEpHET (UKCUpPYET BCE TBOM
JIeMCTBUS M COXpaHAET UX. Y JaUTh UX OyIeT KpailHe 3aTpyIHUTEIbHO;

5. Cobnroait CBOIO BUPTYaJIbHYIO YECTh CMOJIOJY;

6. Urnopupyii emuHuuHbli HeraTuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIIECHUS JIy4Ile
urHopupoBaTh. OOBIYHO arpeccust MpeKpalaeTcs Ha HauaabHOM CTaIuu;

7. Ban arpeccopy. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COLIUATBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOILEHUH C OMPEIeICHHBIX apecoB;

8. Ecam Tl cBuumerenb KuOepOy/uIMHra, TO TBOM JIGHCTBUSA: BBICTYNUTh IPOTUB
npecieoBaTes, NoKa3arh €My, 4TO €ro JEHCTBHS OLICHMBAIOTCS HETATUBHO, MOJJEPXKATh JKEPTBY,
KOTOPOM HY)KHa IICUXOJIOTHYECKas MOMOIIb, COOOUIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBE/ICHUS B
CETH.

MooOnabHblii Tes1edoH

CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COJepkKAT B ceOe BIOJIHE CephE3HBIN (PYHKIMOHAT, U
Terepb OHU MOTYT KOHKYPHPOBaTh CO CTAI[MOHAPHBIMU KOMIIbioTepamu. OJHAKO, CPEJCTB 3aIIUTHI
JUTSL IOJJOOHBIX YCTPOUCTB MOKa O4eHb Majio. TeCTUpOBaHUE U TIOUCK YA3BUMOCTEH B HUX TPOUCXOAUT
HE TaKk UHTeHCUBHO, Kak s 1K, To ke camoe kacaeTcss U MOOMIIBHBIX TIPUIIOKCHHI.

COBpeMeHHBIG MOOMJIBLHBIE 6pay3epm YKC€ IMPAKTUYCCKHM OOrHajii HACTOJIBHBIC AaHAaJIOIu,
OJHAKO paCHIupCHHUC q)YHKHI/IOHaJ'Ia BJIEYET 3a COOOMH 6OJ'IBI_HYIO CJIOXKXKHOCTb MW MCHBIIYIO
3alIMIICHHOCTD.

I[aJIGKO HC BCC IPOU3ZBOJAUTCIN BBIITYCKAIOT O6HOBH€HI/I$I, 3aKpPbIBAIOIUC KPUTHUUYCCKHUEC
YA3BUMOCTHU U1 CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETEI JJI 0€3011aCHOCTH MOOHIBLHOTO Te.]'Ie(bOHal

1. Hudvero He sBIIsSICTCSA MO-HACTOAIICMY OCCILIaTHBIM. BYI[L OCTOPOKCH, BCAb KOI'Ja Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITHI KAKUC-TO IIJIATHBIC YCIIYTH,

2. ymaii, mpexe 4em oTrnpaButh SMS, ¢oto uimu Buneo. Tl TOYHO 3HACIIB, TJe OHU OyIyT B
KOHEYHOM HUTOre?

3. Heo6xo1uM0o 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicnionb3yit aHTUBUPYCHBIE MPOTPaMMBbI JJIs1 MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpy>1<a171 MNPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHUKA, BCIAb OHHU MOI'YT COICPKATH
BPC€AOHOCHOC NIPOTrpaMMHOC 06CCHC‘~ICHI/IG;

6. Ilocme TOro kak THI BBIWACIIH C caifTa, TJAe BBOAWI JIMYHYIO WHGPOpPMANHNIO, 3alIu
B HACTpOWiKu Opay3epa u yaanu cookies;

7. Ilepunoauuecku npoBepsiil, Kakue IUIaTHbIE YCIyTH aKTUBUPOBAHbBI HA TBOEM HOMEpE;

8. JlaBaii cBoil HOMep MOOMIBHOTO TenedoHa TOJBKO JIIOISM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSIEIIIb;

9. Bluetooth nomkeH OBITH BBIKJIIFOYEH, KOTJAa Thl UM HE TOJb3yelibcs. He 3a0bIBaii mHOTIA
MPOBEPSITH 3TO.

OnjaiiH-urpsl

CoBpeMeHHbIE  OHJAWH-UTPBl — O3TO  KpPAacOYHbIE, 3aXBaThIBAIOLIUME  pa3BJICUCHUS,
OOBEIMHSAIONINE COTHU THICSY YEJIOBEK MO BCceMy MHUpPY. WTpOKM HCCIEMyIOT JaHHBIA UM MUD,
oOIIarOTCS JPYr C JAPYroM, BBIMOJHSAIOT 3aJaHUs, CPAXAIOTCS C MOHCTPAMHU W TOJIYYalOT OIIBIT.
3a yZI0OBOJIbCTBHE OHU TUIATST: MOKYIAIOT JUCK, OMJIAYMBAIOT AOOHEMEHT WJIH TPUOOPETAIOT KaKHe-TO
OITIINH.
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Bce 31u cpeactBa uayT Ha mojAep)KaHUE U pa3BUTHE UTPHI, a TaKkKe Ha caMy 0e30IacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBIIYCKAIOTCS HOBble HaTud (LU(POBBIE 3aIUIATKU IS
IIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIlacaTbCd HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXU TBOCTO
mapoJri, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecau apyroit urpok BeAet cels IJI0XO WIM CO3[aeT TeOe HEMPHUITHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. Iloxanylics aIMHUHUCTPATOpaM MUIPhbl Ha IJIOXO€ IOBEIEHUE 3TOT0 UIPOKA, JKEIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3siBaii inunyro nHpopmaryio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB [0 UTPE;

5. He ycTanaBnuBaii HeopuIMaIbHbIE TATYH U MOJIBI;

6. Mcnionp3yii ClOKHBIE U pa3HbIe apoiiy;

7. [[axce BO BpEM: UT'Pbl HC CTOUT OTKJIHOYATh aHTUBUPYC. IToka ThI urpacuib, TBOM KOMIIBIOTCP
MOT'YT 3apa3uThb.

@OUIIMHT WIH KPaKa JUYHBIX JAHHBIX

OObIYHOM Kpakell JeHer U JOKYMEHTOB CEroJiHs Y€ HUKOI'O HE YAMBHILb, HO C pPa3BUTHEM
MHTEPHET-TEXHOJIOIMH 3JI0YMBIIIJICHHUKU MEPEMECTUINCh B MHTEPHET, M MPOJODKAIOT 3aHUMATHCS
"IF0OUMBIM" IETTOM.

Tak mosiBWIIacCh HOBask yrpos3a: HHTEPHET-MOIICHHUYECTBA WM (DUINMHT, TJIaBHAS IIEJb
KOTOPOI'O COCTOMT B IOJIyY€HUH KOH(PHUIAECHIMAIbHBIX JAHHBIX [10JIb30BaTEIeH — JOrMHOB U MapoJei.
Ha anrnmiickom s3pike phishing uyutaercs xak ¢umusr (ot fishing — peiGHas nosns, password —
apoJb).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecniu Thl OJj03peBaelilb, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUPOBATH €€ U COOOIINTH aIMHHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. HUcnonw3yil Oe3omacHble BeO-CaiiTbl, B TOM 4YHCII€, HHTEPHET-MarasuHOB M IMOMCKOBBIX
CHUCTEM;

3. Hcnonb3yil cnoxkHble M paszHble naposu. Takum oOpa3om, ecnu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY TOJIy4aT JOCTYH TOJIbKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B37aOManaM, TO HEOOXOAMMO MPENYNpPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
noOaBiieHbl y TeOsI B JIpy3bAX, O TOM, YTO TeOs B3JIOMAIM M, BO3MOYKHO, OT TBOETO MMEHHM OyJeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBBIE CalThI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBaii ¢aiiisl U Apyrue BIOKEHHUS B MHUChbMaX, AK€ €CIIM OHHM MPHIILIA OT TBOHMX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISIIN JTU OHU TeOe AT (paitibl.

Hudposas penyrauus

[MudpoBas pemnyrauuss — 3TO HeraTMBHAs WM MO3UTHBHAs MH(popMalus B ceTH o Tede.
Komnpomerupytomass uHpopMmanus, pa3MelleHHass B HHTEpHETE, MOXET Cepbe3HbIM 00pazoM
OTPAa3UThCS HA TBOEH PEAILHOU KU3HH.

"[ludposas penyranus" — 3T0 TBOM UMHJIK, KOTOPBIH opmMupyercss u3 nHbopmanuu o tede
B UHTEPHETE.



Hegmeroeanckoe pationnoe mynuyunaibHoe 00OUKONIbHOE 00paA308amenbHOe OI00NCEMHOe YUpescOeHUue
«L{enmp pazeumus pebenka — demckuil cad « ¥Yavloxay

TBoe MecTo KUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE MOJOXKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJM3KUX — BCE ATO HAKATUTUBAETCS B CETH.

MHorue mnoIpOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MYyOJIMKauuu JUYHOM HHPOpMAIUH
B HHTEpPHETE, HE MOHUMAasi BO3MOXKHBIX MOCIIEACTBUN. Thl Jake HE CMOKEIIb JOTrajgaThCs O TOM, UYTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYUHON 0TKa3a NPUHATH TeOst Ha padoTy.

KommenTapuu, pasmenieHue TBoux (ortorpapuil u apyrue OeicTBHS MOTYT HE HMCYE3HYTh
Jla’Ke TIOCIIe TOTO, KaK Thl UX yIAIWIIb. Thl HE 3HACIIb, KTO COXPAHMWI 3Ty MH(POPMAIKIO, TIoNaa JIn
OHa B IIOMCKOBBIE CUCTEMBbl M COXpPAHMJIACh JIM OHA, a IJIABHOE: YTO MOJAYMAlOT O TeOe OKpyXkarolue
JIFO/IM, KOTOPBIE HAUAYT M yBUIAT 3T0. HaliT MHPOpPMAaLMI0 MHOTO JIET CITyCTSI CMOKET JIF000# — Kak
U3 100pBIX MOOYKIEHUHN, TaK U C HAMEPEHHEM IPUYMHUTE BPel. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:

1. Tlomymaii, mpexnae dYeM 4YTO-TO MyOJMKOBaTh W TepelaBarh y cebs B Onore wim
B COLIMAJIBHOM CETH;

2. B mactpoiikax mpoduias yCTaHOBH OTPAaHMYCHHS Ha MPOCMOTP TBOCTO MPOGUIST U €ro
COJICPXKMMOT0, CAETIai ero TOIbKO "I Apy3ei';

3. He pa3memait u He yka3piBaii MH(OPMAIIMIO, KOTOPAsik MOKET KOT0-TMO0 OCKOPOJISTH U
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMEHHBIE IIKOJBHUKHA — AKTUBHBIC ITOJIB30BATEIH IHPPOBOTO TpocTpaHcTBa. OmHAKO
JlaJIeko HE BCE 3HAIOT, YTO IOJb30BaHHME MHOTHMMH BO3MOXKHOCTSAMH LU(PPOBOTO MHpa Tpedyer
coOII0ICHMSI TTPaB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTENNEKTyanbHas COOCTBEHHOCTh" OTHOCHTCS K PAa3JIMYHBIM  TBOPEHHIM
4eJ0BEYECKOr0 yMa, HauMHasi C HOBBIX M300peTeHUil W 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha
OPOAYKTHl U yCIyTd, U 3aKaHuuMBas KHUTamH, (oTorpadusimMu, KUHOQUIBMAMHU U MY3bIKaJIbHBIMU
IIPOU3BENCHUSMH.

ABTOpCKME TpaBa — 3TO IpaBa Ha HMHTEUIEKTYalbHYI0 COOCTBEHHOCTb Ha IPOM3BEACHUS
HAyKH, JUTEpPaTypbl U HCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCTBE I'apaHTUU TOIO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUIl TpyJ aBTOpa He OyneT HampacHbIM, JAacT €My CIpaBeIIHBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3yJbTaTax CBOEro TpyZAa, MOJIYYUTh U3BECTHOCTDb U Npu3HaHue. Hukro
0e3 paspeleHHs aBTopa HE MOKET BOCHPOU3BOJAUTH €ro MPOU3BEJACHHUE, PACIIPOCTPAHATh, TyOJINYHO
JE€MOHCTPUPOBaTh, MpOJaBaTh, HMIOPTUPOBAaTh, IyCKaThb B MPOKAT, IYOJUYHO UCIOJIHSATH,
MOKa3bIBaTh/UCIIONIHATH B 3¢upe win pa3meniats B IHTepHeTe.

Hcnonb3oBanue "MUpaTckoro" MNpOrpaMMHOrO 00ecHeueHUs] MOXKET MPHUBECTH K MHOTHM
pHUCKaM: OT MOTEPU JAaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKHU TBOETO YCTPOICTBa, I/I€ yCTAHOBJIEHA
HenerajgbHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIErajbHbIE M OecIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HANTH B CETH.



